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Abstract

The certification process of safety critical products for Fu-
ropean and other international standards often demand
environmental stress, endurance and FElectro Magnetic
Compatibility (EMC) testing. Theoretical, or ‘static test-
ing’, is often also required. In general static testing will re-
veal modifications that must be made to improve the prod-
uct safety, or identify theoretical weaknesses in the design.
This paper proposes a new theoretical methodology for cre-
ating failure mode models of systems. It has a common
notation for mechanical, electronic and software domains
and is modular and hierarchical. The method provides ad-
vantages in rigour and efficiency when compared to cur-
rent methodologies.

1 Introduction

This paper describes and appraises four current failure
modelling methodologies. Their advantages and deficien-
cies are discussed and a desirable criteria list for an ‘ideal’
static failure mode methodology is developed. A proposed
methodology is then described. A worked example is then
presented, using the new methodology, which models the
failure mode behaviour of a non-inverting op-amp circuit.
Using the worked example the new methodology is eval-
uated. Finally the desirable criteria list is presented as a
check box table alongside four current methodologies.

We briefly analyse four current methodologies. Compre-
hensive overviews of these methodologies may be found in
[5, 11].

Fault Tree Analysis (FTA). FTA [6, 8] is a top down
methodology in which a hierarchical diagram is drawn for
each undesirable top level failure/event, presenting the
conditions that must arise to cause the event. It is suit-
able for large complicated systems with few undesirable
top level failures and focuses on those events considered
most important or most catastrophic. Effects of dupli-
cation/redundancy of safety systems can be readily as-
sessed. It uses notations that are readily understood by
engineers (logic symbols borrowed from digital electronics
and a fault hierarchy). However, it cannot guarantee to
model all base component failures or be used to determine
system level errors other than those modelled. Each FTA
diagram models one top level event. This creates duplica-
tion of modelled elements, and it is difficult to cross check
between diagrams. It has limited support for environmen-
tal and operational states.

Fault Mode Effects Analysis (FMEA) is used prin-
cipally to determine system reliability. It is bottom-up
and starts with component failure modes, which lead to
top level failure/events. Each top level failure is assessed
by its cost to repair (or perceived criticality) and its esti-
mated frequency. A list of failures according to their cost
to repair [4], or effect on system reliability is then calcu-
lated. It is easy to identify single component failure to
system failure mappings and an estimate of product re-
liability can be calculated. It cannot focus on complex
component interactions that cause system failure modes
or determine potential problems from simultaneous fail-
ures. It does not consider changing environmental or op-
erational states in sub-systems or components. It cannot
model self-checking safety elements or other in-built safety
features or analyse how particular components may fail.

Failure Mode Effects Criticality Analysis
(FMECA) is a refinement of FMEA, using extra
variables: the probability of a component failure mode



occurring, the probability that this will cause a given
top level failure, and the perceived criticality. It gives
better estimations of product reliability /safety and the
occurrence of particular system failure modes than FMEA
but has similar deficiencies.

Failure Modes, Effects and Diagnostic Analysis
(FMEDA) is a refinement of FMEA and FMECA and
in addition models self-checking safety elements. It as-
signs two attributes to component failure modes: de-
tectable/undetectable and safe/dangerous.  Statistical
measures about the system can be made and used to clas-
sify a safety integrity level. It allows designs with in-built
safety features to be assessed. Otherwise, it has similar de-
ficiencies to FMEA. However, it has limited support for en-
vironmental and operational states in sub-systems or com-
ponents, via self checking statistical mitigation. FMEDA
is the methodology associated with the safety integrity
standards TOC5108 and EN61508 [9].

1.1 Summary of Deficiencies in Current
Methods

Top Down approach: FTA The top down technique
FTA, introduces the possibility of missing base component
level failure modes [1][Ch.9]. Since one FTA tree is drawn
for each top level event, this leads to repeated work, with
limited ability for cross checking/model validation. Also,
the analysis process can miss top level events that bottom-
up techniques can reveal.

State Explosion problem for FMEA, FMECA,
FMEDA. The bottom-up techniques all suffer from
state explosion. To perform the analysis rigorously, we
would need to consider the effect of a component failure
against all other components. Adding environmental and
operational states further increases the state explosion.

Let N be the number of components in our system, and K
be the average number of component failure modes (ways
in which a component can fail). The approximate total
number of base component failure modes is N x K. The
total number of cases to examine, to determine the effect of
all failure modes on all components will be approximately
(N —1) x N x K. If E is the number of environmental
conditions to consider in a system, and A the number of
applied /operational states (or modes of the system), the
bottom-up analyst is presented with two additional fac-
tors, yielding approximately (N — 1) x N x K x E x A.
If we put some typical very small embedded system num-

bers! into this, say N = 100, K = 2.5, A=2,and F = 10
we have 99 x 100 x 2.5 x 10 x 2 = 495000 checks to per-
form. To look in detail at half a million fault scenarios is
obviously impractical.

2 Desirable Criteria.

From the deficiencies outlined above, we can form a set of
desirable criteria for an enhanced failure mode methodol-

ogy.

1. Address the state explosion problem.

2. Ensure that all component failure modes are consid-
ered in the model.

3. Be easy to integrate mechanical, electronic and soft-
ware models [11][p.287].

4. Be modular, in that commonly used functional groups
can be re-used in other designs/projects.

5. Have a formal basis, i.e. be able to produce mathe-
matical traceability for its results, such as error cau-
sation trees.

6. Be able to model multiple (simultaneous) failure
modes.

3 The proposed Methodology

To ensure all component failure modes are represented,
the new methodology must be bottom-up. This seems es-
sential to satisfy criterion 2. The proposed methodology
is therefore a bottom-up process starting with base com-
ponents. Since we are only modelling failure modes, which
could arise from mechanical, electronic or software com-
ponents, criterion 3 is satisfied. In order to address the
state explosion problem, the process should be modular
and hierarchical, dealing with small groups of components
at a time; this should address criterion 1.

A functional group, is defined as a small collection of com-
ponents that interact to provide a function or task within a
system. In the proposed methodology components are col-
lected into functional groups and each component failure
(and possibly multiple simultaneous component failures)
are considered in the context of the functional group.

IThese figures would be typical of a very simple temperature
controller, with a micro-controller, sensors, an RS485 interface, sup-
porting circuitry and heater circuitry.



The component failures are termed fault scenarios. For
each fault scenario there will be a corresponding resultant
failure, or ‘symptom’, from the perspective of the func-
tional group. It is conjectured that many symptoms will
be common. That is to say that component failures will
often cause the same symptoms of failure from the per-
spective of a functional group.

A common symptom collection stage is now applied. Here
common symptoms are collected from the results of the
fault scenarios. Because it is possible to model combina-
tions of failures, criterion 6 is satisfied. With a collection
of the functional group failure symptoms, we can create
a derived component. The failure modes of this new de-
rived component are the symptoms of the functional group
it was derived from. This satisfies criterion 4, as we can
now treat derived components as pre-analysed modules
available for re-use.

By using derived components in higher level functional
groups, a hierarchy can be built representing the failure
mode behaviour of a system. Because the hierarchy main-
tains information linking the symptoms to component fail-
ure modes (via fault scenarios), we have traceable reason-
ing connections from base component failures to top level
failures. The traceability should satisfy criterion 5.

4 Non-Inverting Amplifier

As an example, we consider a standard non-inverting op
amp [7][p.234], shown in figure 1.

Figure 1: Standard non inverting amplifier configuration

The function of the resistors in this circuit is to set the
amplifier gain. They operate as a potential divider and
program the minus input on the op-amp to balance them
against the positive input giving the voltage gain (G,)
defined by G, =1 + at the output.

As the resistors work to provide a specific function, that
of a potential divider, we can treat them as a func-
tional group. This functional group has two members,
R1 and R2. Using the EN298 specification for re-
sistor failure [10][App.A], we can assign failure modes
of OPEN and SHORT to the resistors. We rep-
resent a resistor and its failure modes as a directed

acyclic graph (DAG) (see figure 2). Thus R1 has fail-
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Figure 2: DAG representing a resistor and its failure
modes

ure modes {R1.OPEN,R1_SHORT?} and R2 has failure
modes {R2.OPEN, R2_.SHORT}.

We look at each of these base component failure modes,
and determine how they affect the operation of the poten-
tial divider.

For this example we look at single failure modes only. For
each failure mode in our functional group ‘potential di-
vider’ we can assign a fault scenario number (see table 1).
Each fault scenario is analysed to determine the ‘symp-
tom’ of the potential dividers’ operation. For instance if
resistor Ry was to go open, then the circuit would not be
grounded and the voltage output from it would float high
(4+ve). This would mean the symptom of the failed poten-
tial divider would be that it gives a high voltage output.

From table 1 we can see that the resistor failures modes
lead to some common symptoms. By drawing directed
edges, from the failure modes to the symptoms we can
show the relationships between the component failure
modes and resultant symptoms. This is represented in
the DAG in figure 3.
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Figure 3: Failure symptoms of the ‘Potential Divider’

We can now represent the potential divider as a de-
rived component. Because we have its symptoms (or fail-
ure mode behaviour), we can treat these as the failure



Table 1: Potential Divider: Failure Mode Effects Analysis:
Single Faults

Fault Pot.Div | Symptom
Scenario Effect Description
FS1: Ry SHORT LOW LowPD
FS2: Ry OPEN HIGH HighPD
FS3: Ry SHORT HIGH HighPD
FS4: R, OPEN LOW LowPD

modes of a new derived component.
this as a DAG (see figure 4).

We can represent

PD

Figure 4: DAG representing a Potential Divider (PD) its
failure symptoms

The derived component is defined by its failure modes and
the functional group used to derive it. We now have a de-
rived component model for a generic potential divider, and
can use it as a building block for other functional groups
in the same way as we used the base components R1 and
R2.

Let use now consider the op-amp. According to FMD-
91 [2][3-116] an op amp may have the following fail-
ure modes: latchup(12.5%), latchdown(6%), noopera-
tion(31.3%), lowslewrate(50%). We can represent
these failure modes on a DAG (see figure 5).

We can now consider merging the OP amp and the poten-
tial divider, to form a functional group to represent the
non inverting amplifier. We have the failure modes of the
derived component for the potential divider, so we do not
need to go back and consider the individual resistor failure
modes that defined its behaviour.

We can now create a functional group for the non-inverting
amplifier by bringing together the failure modes from
opamp and PD. Each of these failure modes will be given
a fault scenario for analysis, and this is represented in ta-
ble 2.

Let us consider, for the sake of the example, that the volt-
age follower (very low gain of 1.0) amplification character-
istics from FS2 and FS6 can be considered as low output
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Figure 5: DAG representing failure modes of an Op-amp

Table 2: Non Inverting Amplifier: Failure Mode Effects
Analysis: Single Faults

Fault Amplifier Symptom
Scenario Effect Description
FS1: OPAMP Output AMPHigh
LatchUP High

FS2: OPAMP | Output Low AMPLow
LatchDown Low gain

FS3: OPAMP | Output Low AMPLow
No Operation

FS4: OPAMP Low pass LowPass
Low Slew filtering

FS5: PD Output High AMPHigh
LowPD

FS6: PD Output Low AMPLow
HighPD Low Gain

from the OPAMP for the application in hand (say milli-
volt signal amplification).

For this amplifier configuration we have three failure
modes; AM PHigh, AM P Low, LowPass.

We can now expand the PD derived component and have
a full FMMD failure model drawn as a DAG, which we
can use to traverse to determine the possible causes to the
three high level symptoms, i.e. the failure modes of the
non-inverting amplifier. Figure 6 shows a fully expanded
DAG, from which we can derive information to assist in
building models for FTA, FMEA, FMECA and FMEDA
failure mode analysis methodologies.

The potential divider derived component reduced the
number of failures to consider from four to two. The op-
amp and potential divider modelled together, reduced the
number of base component failures from eight to three
failure symptoms. In general, because symptoms are col-



Figure 6: Full DAG representing failure modes and symp-
toms of the Non Inverting Op-amp Circuit

lected, we can state the number of failure symptoms for a
functional group will be less than or equal to the number
of component failures. This methodology has also been
applied elsewhere to the inverting amplifier configuration.
One can then use use derived components in more complex
circuits where the advantages of FMMD become more ob-
vious, (such as 8" order filters using four bi-quad op-amp
stages).

4.1 Evaluation of FMMD

We evaluate the FMMD method using the criteria in sec-
tion 2. Table 3 compares the current methodologies and
FMMD using these criteria.

e State explosion is reduced, because small collections
of components are dealt within functional groups
which are used to create derived components which
are then used in an hierarchical manner.

e All component failure modes must be considered
in the model. Since the proposed methodology is
bottom-up, this means that we can ensure/check that
all component failure modes are handled.

e It should be straightforward to integrate mechanical,
electronic and software models, because FMMD mod-
els in terms of failure modes only. Because of this we
can model and analyse integrated electromechanical
systems, controlled by computers, using a common
notation.

e It should be re-usable, in that commonly used mod-
ules can be re-used in other designs/projects. The
hierarchical nature, taking functional groups and de-
riving components from them, means that commonly
used derived components can be re-used in a design
or even in other projects where the same derived com-
ponent is used.

e Formal basis: data should be available to produce
mathematical proofs and traceability. Because the
failure mode model of a system is a hierarchy of func-
tional groups and derived components, system level
failure modes are traceable back down the fault tree
to component level failure modes. This allows cut
sets [6][Ch.1p3] to be determined by traversing the
DAG from top level events down to their causes.

e Multiple failure modes (conjunction - where more
that one failure mode is active) may be modelled from
the base component level up. By breaking the prob-
lem of failure mode analysis into small stages and



building a hierarchy, the problems associated with
needing to analyze all possible combinations of base
level components within a system are reduced.

This is because the multiple failure modes considered
within functional groups have fewer failure modes to
consider at each FMMD stage. Where appropriate,
multiple simultaneous failures can be modelled by in-
troducing fault scenarios where the conjunction of
failure modes is considered.

Table 3: Features of static Failure Mode analysis method-
ologies

Des. FTA FMEA FMECA FDEMA FMMD
Crit.

Cl1: | partial v
C2: v v v v
C3: v
C4: partial v
Ch: | partial | partial | partial | partial v
C6: v partial v

5 Conclusion

Failure Mode Modular De-Composition (FMMD) is de-
signed to be a more rigorous and ‘data complete’ model
than the current four approaches. That is, from an FMMD
model, we should be able to derive outline models that the
other four methodologies would have been able to create.
As this approach is modular, many of the results of anal-
ysed components may be re-used in other projects, so test
efficiency is improved.

FMMD is based on generic failure modes, so it is not con-
strained to a particular field. It can be applied to mechani-
cal, electrical or software domains. It can therefore be used
to analyse systems comprised of electrical, mechanical and
software elements in one integrated model. Furthermore
the reasoning path is traceable. By being able to trace
a top level event down through derived components, to
base component failure modes, with each step annotated
as fault scenarios, the model is easier to maintain.

The example used here is deliberately small for the pur-
pose of being presented in a six page paper. FMMD has
been applied to larger systems encompassing mechanical,
electrical and software elements. FMMD represents a new
technique in that it can address all the criteria in table 3,
whereas the other methodologies can only cover some.

Future work

e To provide bounds on the size of the state space for
the application of the methodology to certain classes
of systems.

e To build a derived components library of common
electrical, mechanical and software models (i.e. a col-
lection of worked example derived components).

e To provide formal generic translations from the con-
structed model of any given system to the other mod-
els.
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