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Indebd use
of replicas of poor reliability can result in a 8® tolerant of
faults but with poor reliability [5]. It is therefe crucial for
the system to continuously monitor the operatistatus of
the available resources and avoid the use of ressuhat do
Adopting classic redundancy-based fault-toleratiestes in not significantly contribute to an increase in degebility, or
highly dynamic distributed computing systems does nthat may even jeopardise the schemes' overalltaféeess.
necessarily result in the anticipated improvement
dependability. This primarily stems from staticgtisedefined
redundancy configurations employed within many silas
dependability strategies, which as well known megatively
impact the schemes' overall effectiveness. In fdper, a
novel dependability strategy is introduced encorsipgs
advanced redundancy management, aiming to autorgiyno
tune its internal configuration in function of digbances
observed. Policies for parsimonious resource dilocaare
presented thereafter, intent upon increasing theme's cost
effectiveness without breaching its availabilityeattive. Our
experimentation suggests that the suggested solwian In this paper, a novel, context-aware dependalslitgtegy is
achieve a substantial improvement in availabil@ggmpared introduced encompassing advanced redundancy maeagem
to traditional, static redundancy strategies, dvad tuning the Designed to sustain high availability and relidhili this
adopted degree of redundancy to the actual obseresl@ptive fault-tolerant strategy dynamically altdre degree

Abstract

éecondly, redundant implementations imply signifiba
higher development costs and increased infrastraictu
requirements. A predetermined degree of redundascy
therefore cost ineffective in that it inhibits tcomomise on
resource consumption in case the actual number
disturbances could be successfully overcome by saefe
Ymount of redundancy. Reversely, when the foreagerunt
of redundancy is not enough to compensate for tineegtly
experienced disturbances, the inclusion of addion
resources may prevent further service disruption.

of

disturbances allows unnecessary resource expeadibube
reduced, therefore enhancing cost-effectiveness.

1

Business- and mission-critical distributed applizasi are
increasingly expected to exhibit highly dependadfiaracte-
ristics, particularly in the areas of reliabilitych timeliness.
Redundancy-based fault-tolerant strategies have loeen
used as a means to avoid a disruption in the sepriovided
by the system in spite of failures in the undedysoftware
components. Adopting fault-tolerance strategieslyinamic
distributed computing systems, in which componesften
suffer from long response times or temporary uraldity,
does not necessarily result in the anticipated avement in
dependability. This primarily stems from staticghisedefined
redundancy configurations employed within many silas

I ntroduction

of redundancy and the employed selection of regsurc

The remainder of this paper is structured as fatowe first
present the concept of-version programming (NVP)
schemata in Sect. 2 and show how software desiymefs in
the content failure domain may challenge their atiteness.
A set of ancillary metrics is first set forth in&e3, allowing
to deduce knowledge of the context in which theesuh is
operating and to detect the proximity of hazardsitigations
that may require the adjustment of the redundamyfigu-
ration. We then move on to elaborate on the interofthe
proposed adaptive fault-tolerant strategy in SecPolicies
for parsimonious resource allocation are presetiteckafter,
intent upon increasing the scheme's cost effeatisemithout
breaching its availability objective. Sect. 6 repoon the
strategy's effectiveness, after which this papeoigluded.

dependability strategies,e. a fixed degree of redundancy? N-Version Programming with Majority Voting

and, accordingly, an immutable selection of funwdidy-

equivalent software components, which may negative

impact the schemes' effectiveness from the follgwéngles:

Firstly, a static, context-agnostic configuratiomymin time

I}JVP was first introduced in 1985 as a tool to pdavi
protection against software design faults [5]. Tagonale is
that deploying multiple functionally-equivalent egendently
implemented software components will hopefully reslthe

lead to a more rapid exhaustion of the availabtiindancy probability of a software fault affecting multipleplementa-
and therefore fail to properly counterbalance aisfudbances tions simultaneously, thereby keeping the systeeraijpnal.
affecting the operational status (context) of tlkenponents An n-version composite constitutes a client-transparepii-
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Figure 1: State transition diagram of voting royod) and
the underlying invocations <€, i> of versions y¥

timed asynchronous system model [2, 6]. For suchrem
ments, several types of potential disturbances defi@ed in
the failure manifestation model provided in [2]. \Wél now
elaborate on a subset of these disturbances thatemsue
from the activation of a software design fault andnifest
within the content failure domain. Such types aftaibances
exhibit transient behaviour and emerge exclusiyedyn the
activation of a latent software design fault aldimg execution
path followed whilst versionvis processing some request
<c, £, b, i.e. when the request is in thequest processing state
(see Fig. 1). One may distinguish two types ofufai, each
with different repercussions on the generated fjanti] ¢ .

cation layer in which alh programs, called versions, receive

a copy of the user input and independently perfonesir
computations in parallel.
monotonically increasing, strictly positive integérdices
t,=xin L=N", such that each voting rounde. a single
invocation of an NVP composite c, is uniquely idiged. As
shown in Fig. 1, the arrival of a request message¢ha
composite interface will trigger the initialisatiosf a new
voting round () with € the next element in &}..
Immediately after, the system is to retrieve théurelancy
configuration to be used throughout the newly atigied

voting round (d), i.e. the amount of redundancy used an

accordingly, a selection of functionally-equivalergrsions

(FeV) (transition from statato b). We define V as the set of

Firstly, despite sharing a common specificationV Feay

Let ¢} be a sequence ofexhibit discrepancies resulting in response valadures

(RVF) [4]. Such failures will usually not make tsgstem
appear to fail, as the content of the responsemetuvia the
service interface is syntactically correct, thougt compliant
to the functional specifications. During voting, partition
0.0 «en B is constructed for all versioy OV©? that
returned a syntactically valid response, allottiegsions that
reported equivalent results to the same equivalelasses P

econdly, the activation of a design fault may eaas abrupt

terruption of the flow of execution due to an eption— a
case of so-called erroneous value failures (EVRLirkg
within the content failure domain, a syntacticallyalid

all FeV in the system. For a given round)cthe amount of
redundancy used within the NVP scheme is denoted
n®9> 1, such that the versions employed for rouné) (are

contained within ¥ 0V and i*? = VY|, Having acquired
the redundancy configuration, the request messagead is

then replicated and forwarded to each of the sadleeersions Adhering to the discrete-event model developed]rfdr the
vi O V@Y, for iO {1, ..., d°Y). Each such invocation of ainjection of transient disturbances in NVP schemétase
version v can be uniquely identified by the tuple g¢j>. As two disturbance types will be used to assess therpgance
soon as a result is available for each of the eassinvolved, ©f the dependability strategy introduced in Sect. 4

the transition from statb to ¢ fires and a majority voting
(MV) procedure is called so as to adjudicate treilteof the

scheme, which is then returned to the client.

response message will be returned for the affaotestation,
c%%taining the serialised exception thrown. Versiaffected
by an EVF are classified i’ . EVF failuresyroverrule
previously activated RVF failures affecting an ination [2].

3. Redundancy Configuration Effectiveness

Let P°Y be the set of largest cardinality in the generated
The effectiveness of a scheme such as NVP/MV igelgr partition(] ¢ \p) . Thetfs,) =| P represents the largest
determined by its redundancy configuration andahiity to consent found amongst the versions ffi’within the scope
counterbalance the disturbances ensuing from fthie (ct). In order for the scheme to adjudicate a resplt

environment in which it operates and to which isisject. there should be a consensus amongst an absolubeitynaf
For instance, an NVP/MV scheme can mask failurtectifig  the " versionsj.e. ¢©) > m©" , with

the availability of up to a minority of its%¥ versions. D = (n(”)/] . )

The essential part of any voting procedure is thestruction 2

of a partitiond“” ={P"",0 ., P} of the set of Put differently, nf" is indicative of the smallest degree of
versions ¥, The notation of a disjoint union to representonsent needed for a consensus bldtk @ qualify for the
the consensus blocks as part of this partitiontees taken equivalence clas®]. Consequently, a scheme is resilient to
from [1]. This partitioning procedure is influencdy the withstand disturbances affecting up to a minority
disturbances that affected any of the requests iejnvolved n©Y — r{°Y of the 1°Y versions used throughout roundtjc,
during the voting round (€). Throughout this paper, th
notion of disturbance is used to denote the evémt single
request «cf, i> struck by the some type of failure, resulting

the perturbation and, consequently, the (temporangvail-
ability of the service that versionig expected to provide.

®We now introduce a new metric defined &@g) - m)
that was designed to provide a quantitative estimaif how
closely the current amount and selection of ressungatched
the observed disturbances by shortcoming or excess. More
specifically, it can be used to deduce a measurehef
proximity of hazardous situations that may necassithe
adjustment of the currently employed redundancyfigan

The application of NVP schemata in contemporarriisted
computing systems is assumed to exhibit the prigsedf a



ration. One can easily see thRan(¢) - m®” ) lies in account, in that both models can be configured bgams of a
[m©Y, n®— Y], for ¢ was defined in [0, G]. It set of user-defined parameters. Firstly, a parametg> 1
provides an indirect estimation of the shortagatmindance can be used to set an upper bound on the humbreplidas
of redundancy with respect to the disturbancesctifffg to be used. Contrariwise, parameter+2l = n,,> 1 can be
round (cf): a positive value essentially quantifies how manysed to set a lower bound on the degree of redugydanbe
versions exist in excess of the mandatof§/’nversions that used, such that the scheme is guaranteed to ®laratase
collectively constitute a majority for round {x, For nega- disturbances. Lastly, parametgy mill set the default degree
tive values, the absolute value represents the dddonsent of redundancy to be initially useide. n®Y = n, for ¢ = 1.
relative to Y that would be required so as to constitute a

majority. Such a value is interpreted as a symptioat the 4.2. Redundancy Dimensioning M odel

currently experienced disturbances cannot be ssftdlys ) _ ) _
counterbalanced by the redundancy configuratiod,usad CGiven the FeV in V, this model is responsible for
the scheme would fail to guarantee the availabitifythe a@utonomously adjusting the degree of redundancyl@meg
service it seeks to provide despite its fault-temature. A Such that it closely follows the evolution of théserved
critically low value O represents a situation fohigh the disturbances. In the absence of disturbances stheme
majority was attained by only f? versions: the available Should scale down its use of replicas and avoiczcessary

redundancy was completely exhausted to countertaltire 'esource expenditure. Contrarily, when the foreseaount
maximal number of disturbances the scheme coulerats Of redundancy is not enough to compensate for tieently

and any additional disturbance would have led itarfa experienced disturbances, it will dynamically revithat
amount and enrol additional resources if availabléhe
4. A Novel Adaptive Fault-Tolerant Strategy model determines'$’ upon initialisation of round (€), such

that R, <Y <min(nna, [V]). Ideally, the redundancy
We introduce our adaptive NVP-based fault-tolesstraitegy configuration would involve a number®R of versions
(A-NVP) and elaborate on the advanced redundanmynsistently greater than or equal but close @l i.e. the
management it supports. Our context-aware refation of minimal amount of redundancy required during the
the classical NVP approach encompasses two comptarge operational time interval for a voting round{{cin order to
parameterised models that jointly determine theintgdt stay dependable and have the decision algorithorrreéhe
redundancy configuration to be used throughout wlyne correct result in spite of being challenged by anher of
initialised voting round () in view of disturbances and howdisturbances ®" , which can be expressed as the function
these were perceived to have affected the systemexto cr:No— N* such that cr&”) =2 &9 + 1 [2].
The redundancy configuration is retrieved whilstparing to
fire the transition from stateto b, as shown in Fig. 1. 4.2.1. Window of Context I nformation

The first model is responsible for determlnlng a}lxproprlate_ Let {y,}. be a monotonically increasing sequence of strictly
degree of redundancy*fi to be used and will allow economipositive integer indices ;¢ z in Y =N* such that each
sing on resource expenc_;litures whenever it can tj;wedrsa_fe consecutive completion of some voting round t)c,
fo do so. Intent upon increasing the _s_chem_e’s _eﬁ_et:_tl- originating from an invocation of ¢ is uniquely id#ied by
veness without breaching its dependability objectpolicies 6™ eyt “element y in {J.. Observe how z denotes the
for parsimonious resource allocation are preseimegect. 5. |\ of completed voting rounds appertaining .tofee
Next, the replica selection model will establishegpropriate bijection ky : Y — L defines the correlation between the terms
set of resources ‘¢ maximising the objectives expressed byciiner of the sequences,fy and {t}.. The order in which
means of a set of application-agnostic properggs [ rounds completd,e. the sequence §J., is not necessarily the
order in which these rounds have been initialisegresented

zZrg 2Ty z —_ Y 3 . R

7 1 5 o T e (,—be(y)<¢ Dy the sequence (f}.. Indeed, in large-scale distributed

v, 3 3 3 5 gl — o computing environments, one may expect a significan

roo1 1 o0 11 21— AW pes)  gmount of variability in the response time of anoication on
— G the NVP composite, due e.g. to its dynamically cfiaq

Y redundancy configuration used for different votirgunds.
! More information on timeliness issues can be forn@].

Figure 2: View on window-based data structure teefd?

is set for use within a newly initialised roundejc, In order to make an informed decision on the amaofnt

redundancy $i” to be used, the model will consider the
course of the amount of redundancy used for prelyou
completed voting rounds and whether or not thecsede
The optimal redundancy configuration is not onlyedeined redundancy proved to be sufficient to guaranteestireme’s
by the context property introduced in Sect. 3, dab by the availability. As such, the context manager withlie NVP
characteristics of the application itself, or tmwieonment in composite will maintain a window-based data stmectto
which it operates. Some applications may operateai store this contextual information for each y in the
resource-constrained environment. The A-NVP alpotitvas  subsequencey winu - r,+1y -+ Y 3 of} {y More specifically,
conceived to take these application-specific iagies into for each completed voting round y, the context props of

4.1. Application-Specific Requirements



interest are: the corresponding identifiég = b.(y), the notion of window semantics ;S0 epitomise the specific
amount of redundanay®~)  that was employeolginout its conditionalities and correlational techniques thaable the
execution, and the extent to which this redundamay found redundancy dimensioning model to deduce the optimum
to be capable of masking disturbaneegf. Sect. 3. degree of redundancy matching the scheme's opeahtio
context from the stored information. In this capaciS
defines two ancillary functions describing a relatL — N ™.
YFore specifically, the upscaling functiog(d,t) is responsible
for determining if and to what extent the curreavdl of
redundancy " should increase, whereas the downscaling
function (c,t) quantifies the extent by whicH*h" should

be lowered. The final degree of redundanfy o be used
for the continuation of (€) is then resolved as follows:

Let ry, r, and ¥ be numbers inN* such that K r<r,<rq.
Number g represents the minimum number of consecuti
successful voting round completions before conteting
scaling down the current level of redundancy. ihe Iwith
Sect. 2, a given voting round (¥,is observed to have
completed successfully if a sufficiently large degyrof
consent could be found between the responses adgugm
the subordinate invocations 4,i> of the involved versions

viO V@Y such that a majority could be found, min(min(Nmax V), €Y+ f,(c,0) | fi(c.t) >0 (2a)
i.e cn) = m> ¢, with a discretionary safety margin,C n©9 < max(nmin, %Y= f4(c,0)) | fic,t) >0 (2b)
defined as an integer in [0°A — M®Y] (SC). As shown in NCIEY | else (2c)

Fig. 2, g imposes an upper bound on the maximum window i .
capacity maintained by the data structure. It suased that 1he above Eq. (2a) and (2b) formalise the upscaliegp.

shorter window lengths may result in incautious deealing downscaling procedure far>1. Observe how the adjust-
of the redundancy, which in itself might lead tduee of the Ment of the redundancy is constrained by the agfio-
voting scheme in subsequent voting rounds. Contigej SPecific parameters,i and Ry as well as by the amoufw|
one may reasonably expect that the redundancy scteiess of resources ayallable. Any specifig Swould |mplgment
likely to fail due to the downscaling of the empolydegree these two functions such that a value is returnggl o the
of redundancy for larger values of rat the expense of window contains information abiding the successedon

postponing the relinquishment of excess redundfsicy (SC) and the definitions given fog,im, and ¢ hereabove.

The number sexpresses the maximum number of successiVB€ Optional safety marginse EXpresses the amount of
voting round completions that failed to meet thitedon of consent supplementary to the mandatofi’mequired for the
success as defined hereabove, before responding swcessful adjudication of a result. It serves parameter to
considering the use of additional redundancy. Sseemario € redundancy dimensioning model, primarily aimiteg
includes (1) voting rounds for which a resaltcould be reduce the I|k<_aI|hoqd that the downscalmg proced_nrself
adjudicated, yet the cardinalityfﬁgfx) of the responding would result in failure of the scheme in the firfgw

consensus blocko] was insufficient to match the agreegubSequent voting rounds. Moreover, such safetygima
safety margin &, and (2) rounds for which the decisiorsould anticipate a shortfall in redundancy whenséffective-

algorithm failed to adjudicate a resu# a case the model will "€SS Of the employed redundancy is observed tobiexai

endure at most times within the observation window in spit¢lécreasing trend and proactively trigger the ujsgal
of undershooting the required amount of redundaAtyisk Procedure. Either way, the underlying rationalerfmintain-
of prolonging the scheme's unavailability, tempityaefrain- "ing a slightly higher degree of redundancy steromfthe
ning from increasing the employed degree of rednoga @Ssumption that the environment behaves unpredjctaidl

) O .
after observing a potentially hazardous situatigghtallow the number of disturbances™ it brings about affecting
the replica selection model to regain the scheinéénded ©N9oINg voting round$, therefore, may vary considerably. In

dependability by substituting poorly performing siens by contrast, the dimensioning model was designed aolglly
more reliable, idling versions. Smaller valugsrould enable adl“ﬁg the degree of redundancy downwards, tagetin
a more rapid detection of potentially hazardousasions, Cf(€°"). in line with the trend perceived from the datich

resulting in system resources to be aliocated rddivéshly. ~ Within the observation window. The safety margianc
therefore intuitively be seen as the maximum altierrain

The data structure shown in Fig. 2 is updated upach terms of additional disturbances that the schemetaerate

subsequent completion y of a voting round, as sgpred by as compared with the observed tr¢Si).
the corresponding element inJy. Each column refers to a

single voting round = hy(y) and holds information regarding4.3. Replica Selection M odel

the redundancy ™ employed and its effectiveness to _

counterbalance the disturbances to which it wasapeed to Having established the degree of redundanty to be
be subject— information that can be deduced from th8mployed throughout round (3, the replica selection model
generated partitioll “” . Information pertainitg round Will then determine an adequate selection of vessid®” to

b(Y.-., ) ill be discarded for values z see left in Fig. 2). be used by the redundancy scheme. The proposeel imasi
been designed so as to achieve an optimal tradeedfieen

4.2.2. Window Semantics dependability as well as performance-related olvjestsuch
as load balancing and timeliness. To do so, a st®re
We will now elaborate on the procedure used tordetee the computed for all versionsi¥V depending on the contextual
amount of redundancy to be used throughout a newhjormation accrued during previously completed irvgt
initialised voting round (¢). In doing so, we use the abstraabunds. For more information on this procedure,refer to



its initial announcement in [3], which also intratis a discrete-event simulation toolbox and failure itiec
valuable metric named normalised dissent for agprating mechanisms that were developed in [2]. Even thothgh
the reliability of versions MV. Moreover, it aims to mitigate toolbox provides a multitude of failure injectiorenhanisms,
the adverse effects of employing inapt resourceat tka simplistic, trend-based injection mechanism wassen for
consistently perform poorly and that, consequdgtiahay visualisation purposes, as illustrated in the uppeph in
threaten the effectiveness of the overall redungl@eteme. Fig. 3. The total number of randomly chosen versionV

If the degree of redundancy®f to be utilised follows a for which the system will inject failures in thewrse of the
constant or decreasing trend, then, depending erathila- corresponding voting round (g,is represented by the blue
bility of eligible versions that can be used asibs$itute, the marks, whereas the green marks indicate how marlyose

model will be successful in excluding such inajlicas. affected versions were selected for participatioivf" 0 V.
Injected failures are set to materialise as EVF &\
5. Parsimonious Resour ce Allocation content failures with a 20, respectively 80% praligb The

o . ] discrepant response values returned for invocatiffested
Building on the extensible and abstract concept wfdow by RVF failures are sampled from a uniform distribnt[3].
semantics, we will now briefly discuss two specifiReplicas are selected using the model referred ®eit. 4.3

implementations that will be used to validate tffeativeness which has been Configured to target Sustainedmﬁty.
of the redundancy dimensioning model in Sect. 6.

A first strategy was originally published in [7]vé&n though it 4 fq 3 .

was applied on redundant data structures, it cadilyebe — 21# % fqﬁ% A f\ ﬁ
reused for dynamically determining the redundaressell. It 0 f— i F—- St
assumes s =9, and will only report an odd degree 0 24> .} 1005 — 2
redundancy. Moreover, the redundancy scheme igliséd 2 4

such that it is capable of tolerating at least failere, hence = 1 N b i
Nmin = 3. If the voting scheme failed to find consensi - — b M ’ il +
amongst a majority of the replicas involved durihg last Vil A L WA N
completed voting round, the model will increase tlinber "™~ |

of redundant replicas to be used in the next votowghd, to ; 4 bt

the extent that,fc,t) = 2. Conversely, when the scheme was o _ _
able to produce an outcome with a given amountedfin- Figure 3: Number of injected failures (above); lation of
dancy for a certain amoun of consecutive voting round degree of redundancy and its effectiveness (below).

completlons_, a lower degree of redundancy sha_llném:l for we now compare the effectiveness of four redundancy
the next voting round, withy(c,() = 2. Note how this strategy gimensioning strategies. Each of these strategiessumed
restricts the success criterid8C) by requiring the same y pao deployed within an A-NVP/MV scheme operaiingn
amount of redundancy to be used in the observatienval.  gpyironment in which the same set V of 20 versioas been

A second strategy is a plain implementation ofrttezhanism deployed and that exhibits identical failure bebavi as
defined in Sect. 4.2.1. When the degree of redunydanff"? modelled by the blue trend line in Fig. 3. At anyé, no
is found to be overabundant, as can be perceivad the more than four failures are assumed to affect #sions in
success criteriofSC), the downscaling functiony(,0) will V", a scenario that could successfully be overcome by
try to adjust downwards by an amountgffx’ - m*)) ¢, static redundancy configuration with= 9. Apart from such
with €, = by(y,) the last completed round observed. Undeglassic strategy, we will evaluate the two straegfor
shooting the safety margin will causg(cft) to return Parsimonious resource allocation introduced in Sgcthe
Com—| €00 = m®)| | witht, the round in the observationformer will be analysed without any safety margppléed,

window delimited by rexhibiting the largest deviation fromthe latter considering two distinct valueg;c
the imposed security margin. The upscaling funcfigo,t)

. . - . (c6) (c.6) 3
will try to inflate A" by | %) - m®)| +¢in case of Aﬂéf‘;gc Con | fa #éF uf 27”24 %goo 2”’2';6
. . . . - - 0 .
redundancy undershooting, withthe eligible round with the B First 0o T20 1 5 a7 614 1358 | 2211
smallest degree of consent. C:Second | 1 | 20 | 4 | 47 | 664 | 1482 | 2.232
D:Second | 2 | 20 | 0 | » | 716 | 1699 | 2.373
6. Effectiveness Analysis Table 1: Overall resource consumption and ineffeoess.

Given the availability of spare system resources, redun- Number of voting rounds with scheme failure.#

dancy dimensioning model is indubitably capablescdling So as to make a fair comparison, the applicati@cifip

up the employed degree of redundancy, either porese to a parameters are configured withyF Nnax=9 and i, = 3.
failure of the scheme, or as a precautionary measuthe For the sake of simplicity, it is assumed that thder in
effectiveness of the employed redundancy is obsemee which voting rounds are initialised is the ordemihich they
deteriorate— cf. Sect. 4.2.2. In this section, we will analyseomplete,i.e. z=x for all ¢, = h(y,), and that all context
whether the proposed model can effectively andyaéeluce information is available by the time the next rouisl
the employed redundancy. In doing so, we have ubked initialised (SIO). This assumption improves comprehension



and allows the reader to grasp the intuition behihd technology for implementing fault containment unitsA
harvested contextual informatiaff.) - m*"’ (represented by prototypical service-oriented implementation of treplica

the circles in the lower graph in Fig. 3) drivifgetadjustment selection algorithm showed how WS-* specificatiaas be

of the employed redundancy. The valuye=20 has been leveraged to sustain adaptive redundancy management
chosen for demonstration purposes so as to endide Hroadening the applicability of NVP schemata byréased
model’s effectiveness to be concisely captured. &mtegy interoperability [3]. This A-NVP/MV prototype waxinded

C in Fig. 3). At the expense of an aggressive dllona to include the proposed redundancy dimensioningaiadd
strategy, we set, = 1 such that the availability of the schempolicies defined in Sect. 4 and 5.

can swiftly be regained in case of redundancy wideting.

For each voting round in the sequencet{}., we will 7. Conclusion

consider &Y, that is, the number of versions¥ V& that
are affected by some type of content failure. Reitelt the
green crosses in the upper graph of Fig. 3 esdigrdiszantify
e“Y. We can then determine the contextual redunda
cr(éY) and compare this value witH°f to observe if the
amount of redundancy“® actually used was overabundang
or insufficient — cf. Sect. 4.2. As shown in Table 1, th
relevant cumulative (contextual) redundancy duritige
operational life span of the scheme provides witfdrmation
regarding the effectiveness of a redundancy dinoeirsj
model in estimating the extent to which it can emoise on
resource expenditure. One cannot merely judge arndibi-
lity strategy in terms of cumulative contextual wadancy;
though sharing identical failure behaviour (bluentt), the
actual number of injected disturbances (green mddtsany
specific voting round is eventually determined bg aimount
of redundancy that is actually used hence the variation in
the values reported. Instead, one had better cemresidthe
ratio of total cumulative redundancy over cumulatoontex-
tual redundancy, for which the actual number ofwlisances
is indirectly accounted for. Though smaller, pasitivalues
are indicative of an increased level of parsimamg should
consider whether this reduction in resource aliocatlid not
violate the dependability objective. In this redpstrategy B
clearly performs worse than A, C and D despite thallest
degree of resource consumption, as the schemeiexped a
failure in 5 of the 200 simulated voting rounds.isTh
behaviour could have been anticipated, as straiaggponds
to actual failures rather than proactively adjusgtithe
redundancy upwards were the agreed safety marglated.
Observe the significant improvement with respectthe

In this paper, we have enhanced the redundancygearent
facilities of our A-NVP/MV dependability strategyyhich
had initially appeared in [3]. The proposed redumga

ensioning model aims to autonomously tune thpleyed
egree of redundancy in view of encountered disturbs,
nd is fitted with accompanying policies intent opo
?ncreasing the scheme’s cost effectiveness by rparsbusly
allocating system resources. Based on the discvetat-e
simulation models presented in [2] with speciatatibn paid
to the impact of disturbances that manifest as stest
failures in the content domain, these policies hgm®ven to
be effective in identifying situations necessitgtian adjust-
ment of the redundancy level. It is apparent fram experi-
mentation that the suggested solution can effdgtiaehieve
a substantial improvement in dependability, comgate
traditional, static redundancy strategies. Furtleeantuning
the adopted degree of redundancy to the actualberobd
disturbances allows unnecessary resource expesadibube
reduced, therefore enhancing cost-effectiveness. future
work, we intend to analyse the impact of the defiparame-
ters and investigate whether the system coulddtdegraver
whimsicality of its deployment environment, whicimder
(SM) in itself would require an increase of the imposafkty
margin g One possible direction is to dynamically altes t
parametersyr r, and f, and see how this may affect the
effectiveness of the presented policies. Moreowes, will
renounce simplification(SIO) of in-order voting round
completions and analyse the effects of variationsthie
individual response times of versions.
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